Incemo Banka Poccun ot 07.12.2007 N 197-T "O puckax npu AMCTAHIHOHHOM 0aHKOBCKOM
o0cayxuBanum'"

THucomo banxa Poccuu om 07.12.2007 N 197-T "O puckax npu OucmanyuoOHHOM OAHKOBCKOM 0OCyrcusanuu’”.

bank Poccun oTMmeuaert, 4To B IOCIEAHEE BPEMS B POCCUICKOM CErMeHTe ceTh MHTepHeT y4acTHIuCh
CETEBbIC aTaKHU Ha CalThl U CEepBEpHI (ajee - pecypchbl) KPEAUTHBIX OpraHU3alMi, a TaKKe IOIBITKU
HEINPAaBOMEPHOI'0 MNOJY4YEHUs MEePCOHATBHONW HMH(pOpPMALMU I0JIb30BaTEIeH CUCTEM IUCTAHLIMOHHOTO
O6ankoBckoro oOciyxuBanus (manee - J{BO) (maponu, ceKpeTHbIe KIIOYM CPEICTB MIHM(POBAHUSA H
aHajoroB coOcTBeHHOpY4YHOW moxanucu, [IMH-kogsl u HOMepa OaHKOBCKHMX KapT, a TakKxke
[IEPCOHAJIbHBIC JaHHbBIE UX BIIA/IEIbLIA).

Haunbonee pacnpocTpaHeHHBIMU SBIISIOTCS pacHpesesieHHble aTaku Tumna "oTka3 B 0OCIIy)KMBaHUM',
P KOTOPBIX OOJbIIOE KOJUYECTBO KOMIIBIOTEPOB (OT HECKOJIBKMX COTEH J0 COTEH ThICAY),
[IporpaMMHOE O0OecliedeHne KOTOPbIX MPEeIBApUTENbHO CIELUAIbHBIM 00pa3oM JIMCTAHLMOHHO
MOTUGUIMPYETCS  JIMIAMH,  NPEANPUHAMAIOIMIMMH  TONBITKM  HEMPAaBOMEPHOTO  IMOJTyYCHHS
nepcoHaabHON MH(pOpManuu nojib3oBaresneil cucrem JIBO, mo KoMaHJe yKa3aHHBIX JIML HAauYWHAIOT
OJTHOBPEMEHHO HAIpaBJISITh MAacCOBBbIE 3alpOChl Ha aTAKyeMbI pecypc, CEpbe3HO Hapymas JH0o
NOJIHOCThIO Onokupyst ero pabory. Ilpu sTomM Bnazenen pecypca, Kak IpaBHJIO, HE MOXKET
CaMOCTOATENIbHO, 0e3 moMoInu npoBaiiaepa MHTEepHETa, BOCCTAHOBUTH PabOTOCIOCOOHOCTH pecypca.
IIpoaOMIKUTENBHOCTh aTaK MOXKET COCTAaBJISITh HECKOJIBKO CYTOK, B TEUEHHE KOTOPBIX OKa3bIBACTCS
HEeBO3MOXKHbIM [/IBO MHOXecCTBa KJIMEHTOB KPEAUTHON OpraHu3alliy, YTO MOXKET HAHECTH HpPSIMOM
yiiep6 3Toi opraHu3aluy U ee KIMEHTaM.

B cBs3u ¢ wm3noxeHHsiM bank Poccum cuuTaer menecooOpasHBIM PEKOMEHIO0BaTh KPEIUTHBIM
OpraHu3alysaM BKJIIOYaTh B JOTOBOPHI, 3aKJI04aeMble C MpoBaiinepamu WHTepHeTa, 00s3aTenbCTBA
CTOPOH MO TMPUHSATUIO MEp, HANPaBIECHHBIX HAa OMEPATUBHOE BOCCTAHOBJICHHE (DYHKIIMOHHPOBAHUS
pecypca Mnpu BO3HUKHOBEHUM HEIITATHBIX CUTYaIlMd, a TAaK’K€ OTBETCTBEHHOCTH 332 HECBOEBPEMEHHOE
UCIIOJTHEHUE TaKNX 0053aTeIbCTB.

[Ipu coBepiieHNH NONBITOK HEMPABOMEPHOI'O MOITY4YEHUs IEPCOHAIBHON MH(OpMAaLUY MOIb30BaTeNeH
cucreM JIBO knIMeHTaM KpPEeIWTHBIX OpPraHu3alui MO CHCTEMaM 3JIEKTPOHHOM IMOYTHI HAIPABIIAIOTCS
COOOIIEHUs, B KOTOPBIX MO KAaKUMU-IHOO MpPeIoraMy (TEXHHUUECKOE EPEBOOPYKEHUE OpPraHu3alllui,
OOHOBJICHME WJIM CBepka 0a3 JaHHBIX KPEIUTHON OpraHu3alMud M T.1.) MpeAjaractcs BBECTH C
KJIaBUATyphl KOMIBIOTEPA yKa3aHHBIE KOJABI B MOJISI SKPAaHHBIX (OPM B XOJ€ MMUTHUPYEMBIX CEaHCOB
MH(POPMAIIMOHHOTO B3aWMOJICHCTBHS C KpPEAUTHOW opraHu3anuei (K NpuUMepy, uyepe3 CO3JaHHbBIN
nyonukar ee web-caiita). OMHOBPEMEHHO Ha KOMITBIOTEP KJIMEHTa ¢ web-caliTa MOryT mepenaBaThCs
BPEIOHOCHBIE IIPOrPaMMBbl,  SABIIIOIIMECS KOMIIBIOTEPHBIMH  BHpyCaMH WM "3aKjajkamu',
BBITIOJHSIONMMH B (DOHOBOM pEKUME PAaOOTHI CKPBITbIE (YHKIIMH, CBSI3aHHBIE C HENPABOMEPHBIM
MOJIy4eHHEM MepCOHaNIbHOM nH(popManuu nojib3opareneit cuctem /1b0O.

HaGmromarorest ciaydan HEMPaBOMEPHOTO MOTYYEHUs] PEKBU3UTOB OAHKOBCKUX KapT MPH MPOBEICHUH
ormepanuii yepe3 Oankomartbl. [Ipu 3TOM HCMONB3YIOTCS HaKJIaJHbIE YCTPOWCTBA Ha KJIaBUATYpy AJIs
BBoja IIMMH-koma wnm Ha yCTpOWCTBO it HpueMa KapT B OaHKOMAaT, a TaKKe CIEHUAIbHO
MpUCIOCOOIeHHBIE IS ATUX 1enel "panbiuBbie” 6aHKOMAaThI, KOTOPbIEe HE3aKOHHO YCTaHABIMBAIOTC,
KaK MpaBUJIO, B HE KOHTPOJIUPYEMBIX KPEAUTHBIMU OPraHU3alUsIMUA MECTaX U BHEIIHE HE OTIMYAIOTCS
oT 0AaHKOMATOB, UCTIOIB3YyeMBbIX Tl JIBO KIMEHTOB KPEUTHBIX OpraHU3aIlHi.

HenpaBoMepHO mNOJy4YeHHbIE Pa3IMYHBIMU CHOCOOAMHM PEKBU3UTHI OAHKOBCKMX KapT HCIIOJIB3YIOTCS
JUTSI ©3TOTOBJICHUSI TIOJIIETHHBIX OAHKOBCKUX KapT, YaCTUYHO (TaK Ha3bIBAEMbIN "OEINbIN MIacTUK") UITH



IMOJIHOCTBIO UMHUTHUPYIOIIUX MOJJINHHBIC. HpI/I HCIIOJIL30BaHUN B OaHKOMATaX noAACIIbHBIC 0aHKOBCKHE
KapThbl ITPEAOCTABIIAIOT UX O6J'Ia,Z[aTCJ'I$IM BC€ BO3MOXXHOCTH ITOJJIMHHBIX OAHKOBCKHX KapT.

B mensx HempaBOMEpHOTO MOJIYYCHHS TNEPCOHAIBHON HMH(popManuu TmoJsib3oBateneit cucrem JIbO
3aWHTEPECOBAaHHBIC JIMIA UCTIOIB3YIOT TAKXKE Pa3IMYHbIe BapUaHTHI TeJIe(POHHOrO MOUICHHHYeCTBa. B
YAaCTHOCTH, OTMEYAIOTCS CIIydad HaIpaBiICHUs MOIIEHHHKAMM HAa MOOWJIbHBbIE Telle()OHbI KIMEHTOB
KpeIUTHBIX opranu3anuii SMS-cooOmieHnii 0 He0OX0AUMOCTH MO3BOHUTH IO HOMEpaM Tele()OHOB,
KOTOpbI€ B JICHCTBUTEIBHOCTU HE NMPHUHAIIEKAT 3TUM OpraHu3anusM. Takke MMET MECTO 3BOHKH
KIMEHTaM C COOOIEHHEeM aBTOMH()OPMATOPOB O MPENOCTABICHUU NPOAYKTOB W yCIyr OaHKa C
IIPE/UIOKEHUEM HaXKaTh OIpEJeJIEHHbIEe KIABUIIM Ha TejaeoHe ISl MOATBEP)KACHUS COIJIacHsl B UX
npuobpereHud U T.1. TeM caMbIM KJIMEHTHl OaHKa MPOBOLUPYIOTCS K BCTYIUICHHIO B KOHTAKTHI C
MOILICHHUKAMH, LEJIbI0 KOTOPBIX B TOM YHCIIE MOXET SBJIATbCA IOJIy4YeHUE KOH(UIEHLHAIbHOU
KIIMEHTCKOM nH(popmanmu (HarpuMep, Homepa 6ankoBckoit kapTsl 1 [IMH-kona).

B cBa3u ¢ wm3noxkeHHeiM bank Poccum oOpamaer BHUMaHWE KPEAWTHBIX OpraHU3allMil Ha
HEOOXOMMOCTh PACHPOCTPAHEHUS TpEeAyNpeKIaromeld UHPOPMAIUU sl CBOMX KIHUEHTOB, B TOM
YHCJIe C UCIOJIb30BAHUEM IPEICTABUTENBCTB B ceTu MHTEepHET (Web-caliTOB), O BO3MOXHBIX CIy4asx
HEMPAaBOMEPHOTO TOJy4eHUs NepcoHalbHOW MH(pOpManuu moss3oBateneir cucrem JIBO. B cocras
TaKoOW MHQOPMAIUHU 1eNIecO00pa3HO BKIIOYATh ONUCAHHUE O(PUIMATIBHO HCIOJIB3YyEMBIX CIHOCOOOB U
cpeacts WHGOPMAMOHHOTO B3aUMOJICMCTBUSL C KJIMEHTaMH, a TakXKe ONHCAHUS IPUEMOB
HEMPABOMEPHOTO TIOJYYCHHUSI KOJOB IEPCOHAILHOW HICHTU(UKAIMK KIMEHTOB, HH(OpManmuu o
OaHKOBCKHX KapTax W Mep TNPEIOCTOPOKHOCTH, KOTOpPhIE HEOOXOJMMO COOJIFO/IAaTh KIIMCHTaM,
nonp3ytomumcst cucreMamu J[BO. B kadecTBe mogoOHBIX MEp KpEIWTHBIE OPraHU3alMU MOTJIU OBbl,
HarpuMep, PEKOMEH/I0BAaTh KIIMEHTaM:

- UCKJIIOYUTHh BO3MOKHOCTh HEIIPAaBOMEPHOTO MOJIyUYEHUs MEPCOHATBLHON MH(POpPMAIUH M0JIb30BaTeeH
cucreM /IbO (He nepenaBaTh HEYOJIHOMOYEHHBIM JIMLIAM);

- OCYIIECTBJIATH OMEpAIlUU C UCIIOIH30BaHNEM O0AaHKOMATOB, YCTAHOBJIEHHBIX B 0€30MacHbIX MecTax (B
TOCY/IapCTBEHHBIX YUPEKICHHUSIX, TMOAPA3JICICHUSIX OaHKOB, KPYIHBIX TOPTOBBIX KOMILJIEKCAX,
TOCTUHUIIAX, a3PONOPTaAX U T.I1.);

- HE UCNOJIb30BaTh OAHKOBCKHME KApThl B OPTaHU3ALMIX TOPTOBIM U OOCITYKMBaHMsI, HE BBI3BIBAIOIINX
JOBEpUS;

- IpU COBEPILICHUHU ONepanuii ¢ 6aHKOBCKOM KapToil 0e3 ncroab30BaHusl OaHKOMATOB HE BBIITYCKaTh €€
U3 T0JIS 3pEHUs;

- HE TOJIb30BaThCs YCTPONCTBAMU, KOTophie TpeOyroT BBoaa [IMH-kona mis qoctyma B MOMENICHHE,
i€ pPacroyIoKeH OaHKOMAT;

- He ucnonb3oBath [IMH-kox mpu 3aka3ze ToBapoB nub0 yciuyr mo Tenedony/gakcy WM Mo ceTH
WNHurepHer;

- IPY HAJIMYUU BO3MOKHOCTHU, MPEJOCTABISIEMON KPEIUTHON OpraHu3alei, HCIoJb30BaTh PEKBU3UTHI
KapThl OJTHOPA30BOTO MCIIOJIL30BaHMS (TaK Ha3bIBAEMOW "BUPTYaTbHON KapThl') ISl OCYIIECTBICHHS
OIJIaThl TOBApOB JHO0 ycIyr uepes ceTb VIHTepHeT;

- TOJB30BaThCsl ycinyrod SMS-omoBemeHuss 0 MPOBEACHHBIX omepanusx ¢ npumeHenuem J[BO (B
Cllydae BO3MOXKHOCTH MOJTY4YEHHsI TAKOU YCIYTH);



- OCYWIECTBJIATh WHGOPMAIMOHHOE B3aMMOJACHCTBHE C KPEIUTHOW OpraHU3aluedl TOJIBKO C
UCIIOJIb30BAaHUEM CPEJICTB CBsI3U (MOOWJIbHBIC U CTallMOHapHbIE Tene(oHbI, (aKchl, HUHTEPAKTHUBHBIC
web-caittbl/mopTasibl, OObIYHAS ¥ 3JCKTPOHHAS IMOYTa W Mp.), PEKBU3MTHI KOTOPHIX OTOBOPCHBI B
JOKYMEHTAaX, IOJIYyYaE€MbIX HEIIOCPEACTBEHHO B KPEAUTHOW OpPraHu3aliu.

Hacrosimee nmuceMo noiexxut onyodaukoBaHuio B "BectHuke banka Poccun'.

JloBeauTe cofep:kaHne HACTOSIIErO MUChMa JI0 CBEACHUS KPEIUTHBIX OpraHu3aIui.

[IepBblii 3amecTUTEIND

[Ipencenarens 6anka Poccun
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