IIMUCBMO ot 5 aBrycra 2013 r. N 146-T "O PEKOMEHJIALIUAX 1O
HOBBIINEHUIO YPOBHSA BE3OITACHOCTU ITPU ITPEJOCTABJIEHUN
PO3HUYHBLIX IVIATEXHBIX YCJYT C UCITIOJIB3OBAHUEM
HUHTEPHET"

ITUCHMO L[5 P® om 5 aseycma 2013 2. N 146-T "O PEKOMEHJALJUAX 110 TIOBBILIIEHHIO YPOBHA
BE3OIIACHOCTH IIPU ITPEJIOCTABJIEHUH PO3ZHUYHBIX ITJIATEXXHBIX YCIYI C
HUCITOJIF30BAHUEM UH®OPMAILTHOHHO-TEJTEKOMMYHUKAIJMOHHON CETH "UHTEPHET".
IJEHTPAJIbHBIY BAHK POCCUHUCKOM ®EJEPALIUU

IMNCBbMO

ot 5 aBrycra 2013 r. N 146-T

O PEKOMEHJIALTUSIX
I10 MOBBILIEHUIO YPOBHSI BE3OITACHOCTU T1PY IPEJIOCTABJIEHUU
PO3HUYHBIX [UIATEXHBIX YCIVYT C UCIOJIb30BAHUEM

MH®OPMALIMOHHO-TEJIEKOMMYHUKAIIMOHHOM CETU "MHTEPHET"

bank Poccun HampaBisieT peKOMEHAALMM II0 IOBBILIEHHIO YPOBHS 0€30MaCHOCTH MPH NPEAOCTABICHUH
PO3HUYHBIX TUIATEKHBIX YCIYT C UCIOJIb30BaHUEM UH()OPMAIIMOHHO-TEIIEKOMMYHHUKAIIMOHHOHN ceTn "MHTepHeT"
(mamee - Pexomenaarmum).

TeppuropuansHbiM  yupexacHusM banka Poccum g0BeCTHM HacToOsIIee MHUCEMO IO CBEICHUS KPEIUTHBIX
OpraHu3alNn.

Hacrosimee mucbMo mouiexut oduimansHoMy onyonnkoBanuio B "Bectarke banka Pocenn".

3aMecTHUTEb
IIpencenarens banka Poccuun

T.HUYI'YHOBA

ITpunoxenue

Kk muceMmy banka Poccun



ot 05.08.2013 N 146-T

"O pekoMeHausIX

IO MOBBIMICHUIO YPOBHS 0€30MaCHOCTH
MIPH TIPEAOCTABICHUN PO3SHUYIHBIX
IUTATEKHBIX YCIYT C UCTIOJIL30BAHUEM
WH(POPMAITMOHHO-TEIICKOMMYHUKAIIMOHHON

cetu "UHTepHeT"

PEKOMEH/JALIUU
I10 MOBBILIEHUIO YPOBHSI BE3OITACHOCTU TIPY IPEJIOCTABJIEHUU
PO3HUYHBIX [UIATEXHBIX YCIVYT C UCIOJIb30BAHUEM

MHO®OPMAILIMOHHO-TEJIEKOMMYHUKAITMOHHOM CETU "UHTEPHET"

Hacrosimue Pexomennanum npeaHa3HaueHsbl Ul UCTIONB30BAHUS KPEAUTHBIMHA OpPraHU3aLUsIMHU, SIBIISIOLIMMUCS
orepaTopaMM MO TEPEeBOAY JACHEXKHBIX CPEJCTB (Jlaee - OmepaTophl MO IMEPEeBOAY ACHEKHBIX CPEACTB), H
MPUBJIEKaEMbIMH UMK OaHKOBCKHMH TUIATEKHBIMU areHTaMHu B IEJISX TOBBIIICHUS! YPOBHSI O€30MACHOCTH IMPH
MPENOCTaBICHUN PO3HUYHBIX MJIATEXKHBIX YCIYT ¢ MCHOJIb30BAHMEM MH()OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON
cetu "HUuTepHer".

1. Oneparopam MO TepeBONY JEHEXKHBIX CPEJACTB B paMKax CHUCTEM YIPABICHHUS PHCKaMH PEKOMEHIyeTcs
MPOBOJUTH aHAIM3 PHCKOB HAPYIICHHS 3alIUThl MHGOPMAIWH, CBA3aHHBIX C MPEJOCTABICHHEM PO3HUYHBIX
IUTaTEXHBIX YCIYT C HMCIOJIb30BaHMEM HH(GOPMAaLMOHHO-TEIEKOMMYHUKAIMOHHON cetn "WHTepHer" (manee -
cetb "MHTepHeT"), YINTHIBAIOIIMI B TOM YHMCIIE Takue (PaKTOpBbI, KakK:

Yrpo3bl HapyLIEHUs 3alWThl WHQOPMAlUH TPH TPEJOCTaBICHHH PO3HWYHBIX IUIATEXHBIX YCIYT C
ncrnonp30BaHueM cetu "UutepHet";

pe3yIbTaThl OIEHKH BBISBICHHBIX YSI3BHUMOCTEH MPOrPaMMHOTO M allllapaTHOrO O00ECNedYeHHs W TEeXHOJIOTHH,
MIPUMEHAEMBIX TIPY NPEOCTABICHNN KIMEHTaM YCIIyT ¢ UCTIOIb30BaHueM cetr "MHTepHeT";

COBOKYITHOCTh OPTraHU3aIl[MOHHBIX MEP 3allUThl WH(pOPMAIMH, IPOTPAMMHOIO M allapaTHOro OOCSCIeUeHHs U
TEXHOJIOTH, a TAK)KE CBA3aHHOTO C 00ECIIEYeHUEM 3aIUThl HHPOpMauy (GYHKIIMOHAIA SJICKTPOHHBIX CPEJICTB
arexa (XapakTepUCTUK U BO3MOXHOCTEH SJIEKTPOHHBIX CPEICTB ILIATEkKA, CIIOCOOHBIX MPEIOTBPATUTH WIIH
3aTPYAHUTH COBEPIICHIEC HECAHKITMOHUPOBAHHBIX OTIEpAIlnii), MPUMEHSIEMBIX MPHU MPEIOCTABICHUHA PO3HUTHBIX
TIATEXKHBIX YCIIYT C UCIONb30BaHUeM ceTH "MHTepHeT" (masee - Mephl 3aIuThl HHPOPMAIIMH) OMEPATOPOM IO
MIEPEBOY ACHEKHBIX CPENICTB;



MepBl 3alUThl HH(OPMAINH, HEOOXOANMOCTh MPUMEHEHHS KOTOPBIX YCTAHOBJIEHA OIEPATOPOM II0 TEPEBOIY
JICHS)KHBIX CPEACTB U JOBEJCHA JI0 KIIMEHTa (HampuMmep, CpeCTBa ayTCHTU(UKALINY, PSIOCTABICHHBIC KIUCHTY
OTIepaTopOM IO TIEPEBOTY JIEHEKHBIX CPEJICTB);

nepenavy GyHKIHNA orepaTopa Mo MepeBojIy ACHSKHBIX CPEICTB Ha ayTCOPCHUHT <1>;

<1> B pamkax naHHbIX PekoMeHanuii noj ayTCOpCUHIOM CIIEIyeT HIOHUMATh MepeJady Ha JOTOBOPHOM OCHOBE
BBITIOJTHEHUS OTACIBHBIX (DYHKIIMI OIEepaTropa Mo MEPeBOAY ICHEKHBIX CPEJICTB CTOPOHHUM OpTaHH3aIlUsIM,
Hanpumep, GYHKIIUN CUCTEMHOTO aJIMHHUACTPUPOBAHUS M KOJLI-LIICHTPA.

JaHHBIE OIIPOCOB OOILECTBEHHOI'O MHEHUS, MHBIX UCCIIEIOBAHU, HAIIPaBJIEHHBIX Ha MOJy4eHue nHpopManuu oo
OCBEZIOMJICHHOCTH KJIMEHTOB O Mepax oOecrnedyeHusi 3aliuThl MHGOpMAlMd TpU MOTPEOICHHUH YCIyr C
ucronbp3oBanueM cetu "UurepHet".

2. Omepatopam 1o epeBOY ICHEKHBIX CPEACTB PEKOMEHAYETCs TIepecMaTpUBaTh PE3yJIbTaThl aHATN3a PUCKOB:
Ha PeryJISIPHOW OCHOBE B TIOJTHOM O00BeMe (He peke, 4eM OZVH pa3 B JIBa TOfa);

IpY WM3MEHCHMH WM TOSBICHUM (HAKTOPOB, BIMAIOLIMX HA aHAJU3 PHCKOB, HalpUMeEp, NPH BHECEHUHU
WM3MEHEHUH B Mpoliecc MPeA0CTaBICHUSs PO3ZHUYHBIX IUIATEKHBIX YCIYT C UCIONb30BaHueM ceTH "MHTepHeT";

II0 PELICHUI0 PYKOBOAMUTENS OIeparopa MO IEPEBOAY MEHEKHBIX CPEICTB W JML, OTBETCTBEHHBIX 3a
oOecrieueHue 3aIuThl HHGOPMAIMK ITPH OCYIICCTBICHHH NIEPEBOIOB JICHEKHBIX CPEIICTB;

IIPY BHECEHUH CYIIECTBEHHBIX M3MEHEHHUI B COCTaB OPraHU3aLMOHHBIX MEP 3alIUThl HHPOPMAIMH, COCTAB MU
KOHQUTYpaLMI0 TEXHUYECKUX CPEJICTB 3allUThl MH(OpMAIMK, MPOTPAMMHOTO M ammapaTHOro obecredeHus,
MPUMEHSAEMBIX IIPH PEJOCTaBICHNN PO3HUYHBIX TUIATEXKHBIX YCIYT C HCMOJIB30BaHUEM ceTH "MHTepHeT".

3. OnepaTtopam 1o MepeBOy ACHEKHBIX CPEJICTB PEKOMEHIYETCS yYUTHIBATh PE3yJIbTaThl aHAIN3a PUCKOB MpHU
OIpeesICHNH IEPUOANIHOCTH KOHTPOJISI IPUMEHEHHS Mep 3aIlUThl HHPOPMAaLUH.

OmneparopaMm 10 NepeBOAY ACHEKHBIX CPEACTB PEKOMEHIYETCS MPH HEOOXOAWMOCTH IO Pe3yJibTaTaM aHajIu3a
PHUCKOB BHOCUTH U3MEHEHHMS B UCIIOJIb3yEMbIe MEPhI 3alIMTHl HHpOpManuu. Eciii BHeCeHHe N3MEHEHUI B cOCTaB
MPUMEHSIEMbIX MEp 3alluThl MHQOPMAIIMA HE MOXKET 00eCHeuUuTh HEOOXOJMMBIH YPOBEHb 0E30MAcCHOCTH IMPH
MPEJOCTaBICHUN PO3HUYHBIX IUIATEKHBIX YCIYyT WIM YKa3aHHbIE M3MEHEHHMsS HE MOTYT OBITh BHECEHBI IO
TEXHUYECKUM WM 3KOHOMHYECKHM TMPHYMHAM, PEKOMEHAYETCS BHEAPSATh KOMIICHCAIIMOHHBIE MEpbI 3aIlUThI
nH(popMaIuu (HalpuMep, UCMOIB30BaTh TEXHOJIOTHH C IPYTHMM HaOOPOM XapaKTEPHBIX IS HUX PUCKOB U TIP.) H
NPOBOJUTH AaHAIW3 PHUCKOB sl TOATBEP)KACHUS TOrO, YTO HEOOXOOUMBIH YPOBEHb O€30MacHOCTH
obecnieunBaeTcs.

4. OmneparopaM IO TEPEBOIY JCHEKHBIX CPEJICTB PEKOMEHIYETCS IMPOBOJIUTH PadOTy, HANpPaBICHHYIO Ha
IIOBBIIICHUE (i)HHaHCOBOI;'I T'paMOTHOCTU KIIMEHTOB, B TOM YHUCJIE TOBOJUTH OO KIIMCHTOB I/IH(i)OpMaIH/HO 0 MEpax,
CHOCOOCTBYIOIIUX TIOBBINICHUIO YPOBHS 0O€30MAaCHOCTH TPH TOJXYYCHUH PO3HUYHBIX IUIATEKHBIX YCIYT C
WCcrioNb30BaHueM  cetr  "MHTepHer", BKIIIOYAs ~ HCIOJB30BAHWE  MPOTPAMMHO-TEXHHYCCKHX WU
OpPraHM3allMOHHBIX Mep (HampuMmep, AaHTHBHPYCHOTO IPOTPAMMHOTO  OOECICYCHHS, TEPCOHATBHBIX
UICHTU()UKATOPOB U TIP. ).



VYkazanHas paboTa MOKET OCYIIECTBISTHCS Ha PEryJIApHON OCHOBE (HE peke, YeM OJUH pa3 B JIBa T0J1a) U (WIIH)
MY TOSIBICHUU (HaKTOPOB, YKAa3aHHBIX B II. 2 HACTOSIIUX PEKOMEHIAIMii, B TOM YUCJIC Ha ATAIe 3aKJIHOUCHUS
JIOTOBOpa MEXK/y KJIMEHTOM H OIIEPATOPOM I10 NMEPEBOLY JCHEKHBIX CPEIICTB.

5. OmeparopaMm 0O TMEpeBOAY ACHEXKHBIX CPEICTB PEKOMEHIYETCS B CIIydae IIPEIOCTaBICHUS KIUCHTY
TEXHHYECKUX CPEJCTB 3alIUTHl WH(GOPMAITUH AJIS ITOYIEeHUSI POSHIUYHBIX TUIATEKHBIX YCIYT C MCIIOIb30BaHUEM
cetr "MHTepHeT" 00CCHEUUTh MPUMEHEHHE MEp, TapaHTHPYIOIIUX IEJIOCTHOCTh M TOJUIMHHOCTD YKa3aHHBIX
CPENCTB MU UX Mepenaye.

6. OneparopaM IO MEPEBOAY IEHEKHBIX CPEICTB PEKOMEHIYETCS MPHU MPEAOCTABICHUN KIMEHTaM PO3HHUYHBIX
TJIATEXKHBIX YCIIYT C HCIOb30BaHueM ceTh "MHTepHeT" nCnoap30BaTh B TOM YHCIIE:

MHOTO(aKTOPHYIO ayTeHTH()UKAIUIO <1>;

<1> B pamkax paHHbpIXx PekoMeHmanuii 1o MHOTO(MAKTOpPHOW ayTeHTH(UWKanued cleayeT IMOHNMATh
ayTeHTU(UKAIMIO, MPH KOTOPOH HCHONB3yeTcss aBa win Oojee QaktopoB ayreHTHdukanuu. K dakropam
ayTeHTU(UKAIMA OTHOCATCA: oONajaHue TMpeaIMeTOM WM YCTPOMCTBOM (Hampumep, TepCOHaIbHBIM
UAeHTH()HUKATOPOM), 3HAHHE OIpeAeieHHON nHpopManuu (HampuMmep, Mmapois), oOiagaHue OIpeneIeHHBIMH
MOCTOSHHLIMH HEOThEMJIEMBIMH CBOMCTBAMH (HaHpHMCp, OTIIeyaTKkaMu HaJ'IBHCB).

JTMHAMHYECKYI0 ayTCHTU(QHKAIMIO KIMEHTa (TO eCTh ayTeHTH(UKAIHMIO, NMPH KOTOPOW Ha OJHOM M3 JTaIloB
UCTIONB3YeTCs Maposib (KO MOATBEPKICHHS), UMEIOLUIMKA OTPaHUYEHHBIH CPOK ACWCTBHS M OrpaHMYECHHE Ha
YHCIIO UCTIOIb30BaHUI);

MMOATBEPKJEHUE OIEepannii ¢ IMOMOIIBI0 OJHOPA30BBIX Mapojeil (KOJOB MOATBEPXACHUS), TIPU STOM ITapOIH
(KOJIbI MOATBEPIKIACHHMS) JOJDKHBI JOBOJUTHCS 10 KIUEHTa B COBOKYITHOCTH C MH(OpMalued O coBepliacMoin
oreparyu (HarmpuMmep, CyMma OTepariiy, oaydaTellb U 1p.) U JOCTABIATHCS JI0 KIMEHTA 10 albTePHATHBHOMY
KaHay CBsI3H, HallpuMep, depe3 SMS-coobuieHus.

7. Omeparopam IO TEPEBOJLy IEHEXKHBIX CPEACTB PpPeKOMeHAyeTcs HH(POpMHUpOBaTh KiIMEHTa 000 BceX
HEYJJaYHbIX IOMBITKaX TMOJXY4YEeHHS JOCTYNa K PO3HUYHBIM IUIATEXKHBIM YCIyraM C HCIOJIb30BaHHEM CETH
"UHTepHeT", MpemoCTaBIsATh KIMEHTY BO3MOXKHOCTH NPHOCTAHABIMBAaTh WM WHBIM O0Opa3oM OrpaHUYMBAThH
JOCTYTI K YKa3aHHBIM yCITyTaM.

8. OrmeparopaM MO TMEPEBOJY JCHEKHBIX CPEJCTB PEKOMEHIYeTCS MH(POPMHPOBATh KIHUCHTA O BO3MOXKHOU
MIPHOCTAHOBKE TOIYYEHHUS PO3HUYHBIX IUIATEXKHBIX YCIIYT C UCTONIb30BaHUEM ceTu "MHTepHeT", mpoucxoasiieit
MO0 WHWIMATHBE KPCIUTHOW OpraHu3alyd, C TMOSACHEHHWEM MPUYMH, a TaKkKe O crmocodaX W CpoKax
BO300HOBIICHHS.

9. OneparopaM 1O NMepeBOAY ACHEKHBIX CPEACTB PEKOMEHYETCS yCTaHABIMBATH NIEPHOJ BPEMEHH, B TEUEHHE
KOTOpPOTO TIONB30BaTeNb HE TMPOW3BOAUT JEHCTBUM, CBSI3aHHBIX C PO3HUYHBIMU IUIATEKHBIMH YCIYTaMH C
ucronp30BaHneM cetn "HHTEpHET", ¢ MOMEHTa IOCIEAHETO TOATBEPKACHUS KIMEHTOM IIpaBa MOIYYESHHS
PO3HUYHBIX IJIATEXHBIX YCIYT ¢ HCHOJb30BaHHEeM ceTu "MHrepher" (mepmox "Oe3gelcTBHA"), MO HCTCYCHUU
KOTOPOTO JOCTYIl B CHCTEMY WM BO3MOXKHOCTb OCYILECTBJIICHMS oOIlepauuil OJIOKHpyeTcd U HeoO0XoIuM
MTOBTOPHBII BXOJ B CUCTEMY.



10. OmepaTtopam 1o epeBoy ACHEKHBIX CPEACTB PEKOMEHYETCS HCIIOIb30BaTh MEXaHU3Mbl MOHUTOpHHTa <1>
PO3HUYHBIX TUIATEKHBIX YCIYT C UCHONB30BaHHEeM ceTd "MHTepHEeT", B TOM YHClE B LEISIX aHallM3a PUCKOB,
HaIlpuMep, ONPEAENATh KPUTEPHUH TOBBIIMIEHHOTO BHUMAHHS K OMepanusaM (4acToTy, MOPSIOK, CyMMY, MECTO
COBEpIIICHUS OTIEPAINH, TIOTYJaTeNs | Tp. ).

<1> B pamkax nanHeix PekomMeHganuil mox MOHHUTOPHHIOM CliefyeT MOHUMaTh COOp, OPraHU3alrI0 XpaHeHHUS,
CUCTEMAaTH3alli0 M aHanu3 MHGOpPMALUMU O TMPEJOCTABICHHBIX PO3HUYHBIX IUIATEXKHBIX YCIyrax H
HCIIOJIb3YEMBIX IEKTPOHHBIX CPEJCTBAX IUIATEXa.

11. Oneparopam Mo MEPEBOY MEHEKHBIX CPEICTB PEKOMEHAYETCS BKIIOYATH B JOTOBOP, MPEIOCTABIISIOMIUMA
KJIIMEHTY BO3MOKHOCTh MOJYy4YaThb PO3HUYHBIC IUIATEKHBIE YCIYTHM C HCOOJb30BaHWEM ceTu "HHTepHer",
TIOJIOXKEHHUE, YCTAaHABIUBAIOIIEE JTUMHUTHI OTepalluii ¢ UCTIoNb30BanueM cetu "Mutepuer”.

12. OmeparopaM MO NEPEBOAY HEHEKHBIX CPEICTB PEKOMEHAYETCS MPEAOCTABIATH KIMEHTY BO3MOKHOCTD
yOpaBiIsATh JUMHTaMH Ha COBEpILIeHHe omepanuil ¢ ucnoib3oBaHueMm ceTu "HHTepHer" (Hampumep,
YCTAaHABIMBAaTh MAKCUMAaJbHBIA pa3Mep OINEepaluH, COBEpLIIaeMOM € HCHOJb30BaHHEM cetu "UHTepHeT",
OTpeeNATh CIHCOK BO3MOXKHBIX TMOJydaTeleil JEeHEeKHbIX CPEIACTB, 3alpellaTh COBEpIICHHE OIlepaluu ¢
ucroip3oBaHueM cetu "VHTepHeT" ¢ OTAENbHBIMH CUETaMU W Tp.) W IpH MPEJOCTaBICHUU YKa3aHHOU
BO3MOXXHOCTH IIPOBOANTH ayTEHTH(HUKALIUIO U TOATBEP)KACHUS IPUMEHEHHS/OTMEHBI IPUMEHEHHSI yKa3aHHBIX
JTIUMHUTOB.

13. OnepaTopaM 10 MepeBOAY ACHCKHBIX CPCACTB PEKOMCEHAYETCS UCIIOJIB30BATh PA3JIMYHBIC IMMUTBI onepaunﬁ
(HaHpI/IMep, B 3aBUCHMOCTH OT HCIIOJIB3YyEMOT'O J3JICKTPOHHOI'O CPEACTBA IUIATCXKA, JIUMUTOB, YCTAHOBJICHHBIX
CaMUM KIIMCHTOM, CTpaHbl COBCPUICHHUS OIICpallun U Hp)

14. OmnepatopaM Mo MEPEBOJY JACHEXKHBIX CPEICTB PEKOMEHAyeTcs MH()OpPMHUPOBATH KIMEHTOB O CIIOCO0ax
CTpaxOBaHUS PUCKOB, CBSI3aHHBIX C COBEPILECHUEM OIEpaliii ¢ UCIoIb30BaHueM ceTd "MHTepHeT", 0 crocobax u
MOpS/IKE TOTYy4eHHsI HHPOPMAIUK 00 YCIIOBHUSX CTPAXOBAHHS.

15. OnepaTtopaM o nepeBoAy ACHEKHBIX CPEACTB PEKOMEHAYETCS YUUThIBaTh HacToAlmIMe PexoMeHaanuu mpu
COCTaBIICHHH JOTOBOPOB C OAaHKOBCKMMH TUIATeKHBIMH areHTamu (cybareHTamu), MpeaoCTaBISIOIIUME
3JIEKTPOHHBIE CPENICTBA IUIATEXKA, MO3BOJISAIONINE MTOMYyYUTh PO3HUUYHBIE TUIATEXKHBIE YCIYTH C UCIOIb30BaHUEM
cetu "MHTEpHET", @ TaKXKe TOBOAUTH PexoMeHIauu 10 WX CBEICHUSI.

16. Omneparopam 1O NEPeBOAY JCHEKHBIX CPEACTB PEKOMEHAYETCS MpU IPEIOCTABICHUU KIHEHTaM
BO3MOYKHOCTH TTOJTYICHHS PO3HUIHBIX IUIATEKHBIX YCIYT ¢ UCIOJMB30BaHMEeM ceTu "MHTepHeT" MTOBOIUTH 10 UX
CBEJICHUs1 COOTBETCTRYIOIIME TuchMa banka Poccun <1>.



